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Autistic Girls Network
Data Protection Policy

1. Purpose of this Policy

Autistic Girls Network (AGN) is committed to protecting the personal data of everyone we work
with — including beneficiaries, porents/carers, staff, volunteers, donors, funders, and partners. We
recognise our responsibilities under the UK General Data Protection Regulation (UK GDPR) and
the Data Protection Act 2018.

This policy sets out how AGN collects, stores, uses, shares, and protects personal data, and
outlines the responsibilities of the Board of Trustees, staff, and volunteers.

2. Scope

This policy applies to:
e All trustees, staff, and volunteers of AGN.
e All personal data held by AGN in any form (digital, paper, recordings, images, email).

3. Key Principles

AGN follows the seven data protection principles:
1. Lawfulness, fairness, transparency — We process personal data only for legitimate
purposes, with consent where required, and are open about how we use it.
2. Purpose limitation — Data is collected only for specific purposes (e.g. service delivery,
safeguarding, HR, fundraising) and not used for anything incompatible.
Data minimisation — We only collect what is necessary.
Accuracy — We keep information up to date and accurate.
Storage limitation — We do not keep data for longer than necessary.
Integrity and confidentiality — We keep data secure at all times.
Accountability - We can demonstrate compliance through records, training, and
monitoring.
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4. What Data We Collect and Store

Depending on the relationship with AGN, we may collect and store:
e Beneficiaries (children, young people, families): names, contact details, medical or
access needs, safeguarding information, feedback, attendance records.



Staff and volunteers: application forms, references, DBS checks, contracts, payroll or
reimbursement data, training records.

Trustees: contact details, declarations of interest, DBS checks, governance records.
Donors and supporters: names, contact details, donation amounts, Gift Aid information.
Partners and funders: names, contact details, grant agreements, monitoring
information.

We do not collect or store more data than needed. Sensitive data (health, safeguarding,
ethnicity, religion, etc.) is treated with particular care.

5. Responsibilities

Board of Trustees

Act as Data Controller with overall responsibility for compliance with UK GDPR.

e Approve and review this policy annually.
e Ensure risks to personal data are included in the charity’s risk register.
e Appoint a named Data Protection Lead (trustee or staff).
Staff
e Process personal data only in line with this policy and the training received.
e Keep personal data secure (locked storage, password-protected systems).
e Report data breaches immediately to the Data Protection Lead.
e Ensure consent is gained and recorded where required (e.g. photographs,
communications).
Volunteers

Follow AGN’s confidentiality and data protection procedures at all times.
Do not remove or share data without authorisation.
Report concerns or breaches to staff promptly.

6. Data Security

Digital data: Stored on secure, password-protected systems with restricted access.
Paper records: Stored in locked filing cabinets; only accessible to authorised staff.
Transporting data: Avoid physical transfer where possible. If required, use secure
methods.

Email and communications: Avoid including sensitive information in email; use
encrypted systems where possible.

7. Data Sharing

We only share data where:

Required by law (e.g. safeguarding concerns, legal obligations).
With third-party providers (e.g. payroll, IT services) under a written agreement.
With the explicit consent of the data subject.

We never sell personal data.



8. Retention and Disposal

We retain data only as long as necessary:
e Beneficiary records — usually 3 years after leaving the group (unless safeguarding
requires longer).
e HR and volunteer records are kept for 6 years after leaving.
e Financial/donor records — 6 years for HMRC compliance.
e Safeguarding records — as per statutory guidance (until the individual turns 25 or longer
if required).

All records are securely destroyed once no longer required.

9. Rights of Individuals

Individuals have the right to:
e Beinformed about how their data is used.
Request access to their data.
Request correction or deletion (where appropriate).
Restrict processing or object to use.
Data portability (where applicable).

Requests must be directed to the Data Protection Lead and responded to within 30 days.

10. Breach Reporting

Any actual or suspected data breach must be reported immediately to the Data Protection
Lead. The Lead will:

e Investigate the breach.

e Report serious breaches to the ICO within 72 hours.

e Take action to prevent recurrence.

11. Training

All staff, trustees and volunteers receive training on this policy during induction and regular
refreshers.

12. Policy Review

This policy will be reviewed and updated as necessary in response to changes in
relevant legislation, contractual arrangements, and good practice or response to an
identified failing in its effectiveness.

In case of any queries in relation to this policy, please contact our Data Protection

Adviser: Clare McDonald at hello@autisticqgirlsnetwork.org.


mailto:hello@autisticgirlsnetwork.org

Approval By Date Next Review Date
Trustee Board June 2021 June 2022
Trustee Board June 2022 June 2023
Trustee Board June 2023 December 2024
Trustee Board November 2024 November 2025
Trustee Board January 2026 January 2028

Contact the ICO for advice or to make a complaint:

ICO

Telephone: 0303123 1113

Textphone: 18001 0303 123 1113
Monday to Friday, 9 am to 5 pm
Find out about call charges.

Information Commissioner’s Office

Wycliffe House
Water Lane
Wilmslow
Cheshire

SK9 5AF

You can find more contact details on the ICO_website.



https://www.gov.uk/call-charges
https://ico.org.uk/global/contact-us/contact-us-public/

Appendix

Privacy Statement

Autistic Girls Network

When you request information from us, sign up for any of our services, or make a purchase, we
obtain information about you. We will ask for your consent to retain this information and clearly
state how it will be used. This statement explains how we look after that information and what
we do with it.

We have a legal duty under the General Data Protection Regulations to prevent your
information falling into the wrong hands. We must also ensure that the data we hold is
accurate, adequate, relevant and not excessive.

Usually, the information we hold comes directly from you, as set out in our Data Protection
Policy. Whenever we collect information from you, we will ask for your consent to collect this
information and make it clear what the purpose of this collection is, for example, which
information is required in order to provide you with the information, service or goods you need.
You do not have to provide us with any additional information unless you choose to.

We store your information securely on our computer system, restrict access to authorised
personnel, and train our staff in handling the information securely.

If you have signed up for a training event or other service, we will ask for your consent to pass
your details to the professional worker/volunteer providing that service when you sign up. That
worker/volunteer may hold additional information about your participation in these activities.
We have an agreement in place with our professional workers/volunteers, or any other agents
or subcontractors, in which we need to disclose your personal information to our agents or
subcontractors. They will only be able to use your personal information in accordance with this
agreement. In addition, we may disclose your personal information if required to do so by law,
in connection with any legal proceedings or prospective legal proceedings, and in order to
establish, exercise or defend our legal rights.

We would also like to contact you in future to tell you about other services we provide, to keep
you informed of what we are doing and ways in which you might like to support us. You have
the right to ask us not to contact you in this way and to ask us to remove the information which
we hold on you. We will always aim to provide a straightforward method for you to consent to
your data being stored for this purpose. You can also contact us directly at any time to tell us
not to send you any future marketing material or to remove your information by contacting us
at. hello@autisticgirlsnetwork.org.
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